Questions
I.

Problem and baseline scenario
1. What are the provisions, arrangements etc under national law addressing the
removal of terrorist content2 for preventive purposes (e.g. do you have duty of care
provisions3, specific notice and action procedures, provisions on transparency of
companies' actions in relation to the removal of terrorist content, provisions on
safeguards, etc.)? Please indicate below where relevant the applicable laws or
other legal documents.
Notice
and
procedures

action The Law on Electronic Commerce on the Market (ZEPT)
determines the way in the scope of electronic commerce
on the market. From the point of view of information
security, important articles defining the responsibility of
the service provider or hosting provider for the data that
are available over the network.
Article 10: The court may order the service provider to
stop or prevent an infringement. Notwithstanding the
exclusion of the liability of the service providers referred
to in the preceding paragraph, the court may order the
removal or illegalization of illegal contents for the
purpose of detecting and preventing criminal offenses,
protection of privacy, protection of classified information
and business secrecy. Such a proposal may also be
referred to the court in the public interest for supervision
by the competent administrative authorities, in
accordance with the sectoral legislation.

Transparency rules
Safeguards

Do you have specialised entities that notify/refer terrorist content to hosting
service providers? What is the legal basis and benchmark for notification/referral
(illegality of content, terms of service of hosting service provider)?
The Slovenian police established an EU IRU Contact Point (police officer - an analyst
working in the field of terrorism). In its work, he also reviews Internet content related
to terrorism, only for publicly available content.
In addition to this, the project of the NGO "(SPLETNO OKO) Web Eye" was
2

For the purpose of this questionnaire, "terrorist content" is defined as in the Commission Recommendation of
1.3.2018 on measures to effectively tackle illegal content online (C(2018) 1177 final).
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-measures-effectivelytackle-illegal-content-online
3
See recital 48 of the Directive on electronic commerce
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex:32000L0031
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launched in 2010, which can, in the context of monitoring and warning against hate
speech on the World Wide Web, alert the police that certain elements of hate speech
can be connected to or contain terrorist content.
Do you consider them sufficient in terms of preventing accessibility of terrorist
content? What are the limitations?
For Slovenian situations where the level of terrorist threat is low and does not have
major problems with radicalization (at least perceived) or publication of terrorismrelated content, it is sufficient

2. Do you consider that the amount of terrorist content online in the last [two] years
has overall
X

Decreased substantially
Decreased
Continued at the same level
Increased
Increased substantially

Please indicate the basis for your assessment. What do you think has contributed to
this trend?
- military defeat IS
- increased activity of Internet providers
3. Do you see a risk that removal by companies on their own initiative could interfere
with investigations or intelligence gathering? What would be the mitigating
measures necessary to address any such risks?
YES.

4. Do you see a risk of erroneous removal by platforms of legal content (e.g. removal of
content misidentified as illegal, removal of content disseminated for research,
educational or journalistic purposes, "over-removal")? Are you aware of any cases of
over-removal? What would be the mitigating measures necessary to address any such
risks?
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More detailed requirements on transparency and reporting
More detailed requirements to companies on safeguards against over-removal
Establishment of an external audit/monitoring mechanism
Establishment of contact points, both in companies and Member States, to
facilitate referrals (and feedback) and requests from law enforcement authorities
in relation to criminal investigations.
Additional support (e.g. by Europol) to referral capacities in Member States

4. What other additional measures could be developed within a reinforced voluntary
approach?
Raising public awareness of such issues and thus increasing their reporting of
contentious issues.
5. Which further actions could be taken to secure participation from those companies
who have not engaged?

6. Which further actions could be taken to support small companies and start-ups in
tackling terrorist content online effectively? Should these be taken by larger
companies, public authorities or both?
When terrorist content is detected and its provided by smaller Internet service
providers, it enters the EU IRU (contact them, explain the problem, offer solutions and
cooperation ... for example, JustPaste.it)

7. Do you think that the voluntary approach is effective and flexible enough to ensure
that companies continue their efforts in the long term? Please indicate with which
statement you would agree with:
X Yes
No, it should be reinforced as presented above to obtain sufficient
guarantees
No, it should be reinforced via legislation

II.

Legislative options
1. Why would you consider legislation necessary at this time? What would be the

concrete benefits? What risks could legislation entail?
In Slovenia, we have the necessary legislation, which allows in the case of a criminal
offense to submit a request for deletion of the content in question.
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for referrals and for referral entities in Member States to provide relevant
support to companies in case of doubt about qualification as terrorist content
(e.g. through points of contact)
Nomination of point of contact within Companies
Reporting obligations for companies6
Transparency requirements for companies vis a vis their users 7
Compulsory safeguards, such as the ones in the general chapter of the
Recommendation
The establishment of an external audit/monitoring mechanism for assessing
compliance of companies.
Do you consider that minimum requirements could usefully be complemented by selfregulatory measures? And if so, which ones?
Differently we are sceptical about automatic self-detection measures. In any case
we would support more self-regulatory approach.

4. What other additional measures could be developed within legislation?
No other measures at the moment.
5. What should be the personal scope of the legislation? Only hosting service providers
within the meaning of the Directive on electronic commerce or other service
providers?
No position at the moment, but if legislative action is taken, probably wider (also other
service providers), but in such cases the existing hosting exception(s) need to be still
protected.

6. Do you think smaller companies should be covered by all obligations or should they
be exempted from some of the obligations (e.g. proactive measures) but obliged by
others (e.g. time-limits after referral)? Which companies could be partially exempted
and from which obligations?

7. How do you see the impact on fundamental rights of the above-mentioned measures
and which safeguards would be necessary to avoid undue interference with
fundamental rights?

6
7

See point 41 of the Recommendation.
See points 16 and 17 of the Recommendation.
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