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Annex

Section I
Document 2- Note from the Secretary-General to the Members of the Bureau of 31 

May 2018 
Parts covered by exception Commentary

1. Public security
Section II and footnote no. 2 (page 2) Contains details of the current 

arrangements for managing the central 
attendance register

A part of the first paragraph of section III 
(page 2)

Gives details concerning the fingerprint-
based system

The third and fifth indents of section III 
(page 3)

Contain technical details regarding the 
setup of the fingerprint-based system

2. Decision-making process
The first paragraph of the summary (page 
1)

Gives an opinion assessing the adequacy 
of the human resources involved

The whole section II (page 2) Gives opinions assessing the current 
arrangements for managing the central 
attendance register

The second paragraph and first sentence of 
the third paragraph of section III (page 3)

Give opinions and advice on technologies

The first and fourth indents of section III 
(page 3)

Give opinions on the fingerprint-based
system

3. Privacy and the integrity of the individual
The parts mentioned under Point 1 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section II
Document 2.1 - Annex I to the Note from the Secretary-General to the Members of 

the Bureau of 31 May 2018 
Parts covered by exception Commentary

1. Privacy and the integrity of the individual
Names and the handwritten signature Personal data

Section III
Document 2.2 - Annex II to the Note from the Secretary-General to the Members of 

the Bureau of 31 May 2018
Parts covered by exception Commentary

1. Decision-making process
The third column Assesses the adequacy of the human 

resources involved
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Section IV
Document 2.3 - Annex III to the Note from the Secretary-General to the Members of 

the Bureau of 31 May 2018
Parts covered by the exception Commentary

1. Public security
All the parts that are redacted Contain technical details regarding the 

setup of the fingerprint-based system

2. Privacy and the integrity of the individual
The parts mentioned under Point 1 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section V
Document 4 - Comments of the Parliament’s Data Protection Officer (DPO) dated 10 

May 2019 on the draft Data Protection Impact Assessment (DPIA) entitled 
“Digitalisation of the central attendance register through encrypted biometric 

templates technology”
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Decision-making process
The second paragraph of the section 
“Comments and recommendations 
regarding point 3: reasons for carrying out 
the DPIA” (page 1)

Contains an opinion assessing how the 
DPIA should include technical and 
organisational measures

The last two paragraphs of the section 
“Comments and recommendations 
regarding point 3: reasons for carrying out 
the DPIA” (page 2)

Contain advice on the different outcomes 
depending on what legal basis of Article 5 
Regulation (EU) 2018/1725 is used and on 
the indications about the tasks of the 
services involved

The first paragraph of the section 
“Comments and recommendations 
regarding point 5.2 of the proposed 
solution” concerning p.8 of the DPIA (page 
2)

Contains advice on the data subject’s 
signature categorisation under Article 10 of 
Regulation (EU) 2018/1725 concerning 
special categories of personal data 

The last paragraph of the section 
“Comments and recommendations 
regarding point 5.2 of the proposed 
solution” concerning p.9 of the DPIA (page 
2)

Contains advice on how an inconsistency 
within the text should be dealt with

The first paragraph of the section 
“Comments and recommendations 
regarding point 5.2.1 personal data 
processed” concerning p.9 of the DPIA
(page 2)

Contains advice on Article 3 of Regulation 
(EU) 2018/1725 on the definition of 
‘processing’ 



3

The second paragraph of the section 
“Comments and recommendations 
regarding point 5.2.1 personal data 
processed” concerning p.10 of the DPIA
(page 3)

Contains advice on Article 3 of Regulation 
(EU) 2018/1725 on the definition of 
‘personal data’ 

The four paragraphs of the section 
“Comments and recommendations 
regarding point 5.2.2 operational modules 
and data flow” (page 3)

Contain opinions on how to deal with 
specific technological issues

The five paragraphs of the section 
“Comments and recommendations 
regarding point 5.3 description of the 
supporting infrastructure” (page 4)

Contain opinions on how to deal with 
specific functional and technological issues

A part of the paragraph of the section “B) 
Respect of data protection principles” (page 
4)

Gives recommendations on how to improve 
annex 3 of the DPIA and where to place it 
in the text

All paragraphs of the section “Comments 
and recommendations regarding point 6.1.1 
necessity of the envisaged processing 
operations” (pages 4 and 5)

Contain an opinion on how to improve 
analysis in the DPIA

All content of the section “Comments and 
recommendations regarding point 6.1.2 
objectives of the proposed solution” (page 5)

Refers to a part of the DPIA that the DPO 
considers unclear

All content of the section “Comments and 
recommendations regarding point 6.1.5 
intrusiveness of the proposed solution”, 
(page 5)

Contain an opinion on point 6.1.5 of the 
DPIA and a recommendation on how to 
deal with this

The paragraph of the section “Comments 
and recommendations regarding point 6.2.1 
benefits of the proposed solution” (page 5)

Contains a recommendation on how to 
better assess effectiveness of the 
technology

The three indents of the section “Comments 
and recommendations regarding point 6.2.2 
effectiveness and efficiency of the solution” 
(page 5)

Contains in opinion of the DPO what further 
risks should be added in the text of the 
DPIA

The whole content of the section “Comments 
and recommendations regarding point 
6.2.2.2 interference with and impact on 
fundamental rights”, with the exception of the 
table (pages 6 and 7)

Gives opinions on possible inaccuracies in 
the text concerning the definition of 
processing activity, on the margin of error of 
the system, on the importance to be given 
to IT risk assessment and on the 
proportionality test

The two paragraphs of the section 
“Comments and recommendations 
regarding point 7 analysis of risks and 
establishment of controls/safeguards”, 
(page 7)

Address cybersecurity safeguards 

The paragraph of the section “Comments 
and recommendations regarding point 7.1 
risks to the rights and freedoms of data 
subjects” (page 7)

Gives the opinion of the DPO on some 
drafting in point 7.1 of the DPIA
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A part of the second paragraph of the section 
“III. Risk treatment/mitigation” (page 8)

Addresses the storage of biometric 
templates

The three paragraphs of the section “IV. 
General remarks” (pages 8 and 9)

Contain opinions on how the draft of the 
DPIA can be generally improved

3. Public security
Two citations of the text of the DPIA 
concerning (p.9) and (p.10) both 
reproduced in the section “Comments and 
recommendations regarding point 5.2.1 
personal data processed” (pages 2 and 3)

These parts have been redacted in the 
DPIA for public security reasons and 
therefore are also redacted in the present 
document

The second paragraph of the section 
“Comments and recommendations 
regarding point 5.2.1 personal data 
processed” (page 3)

Contains detailed information on the 
functioning of the fingerprint-based system

The first paragraph of the section 
“Comments and recommendations 
regarding point 5.2.2 operational modules 
and data flow” (page 3)

Contains detailed information on the 
functioning of the fingerprint-based system

4. Privacy and the integrity of the individual
Two names (page 9) Personal data
The parts mentioned under Point 3 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section VI
Document 5 - Note from the Secretary-General to the Members of the Bureau of 4 

June 2019
Parts covered by exception Commentary

1. Public security
A part of the third paragraph of the 
summary (page 1)

Contains technical details regarding the 
setup of the badge-based test system

The second sentence of the third paragraph 
of part II. The test phase (page 2)

Contains technical details regarding the 
setup of the badge-based test system

The final sentence of the third paragraph of 
part II. The test phase (page 2)

Contains operational details of the test of 
the badge-based system

2. Decision-making process
The first paragraph of the summary (page 
1)

Contains an appraisal of the current 
management of the central attendance 
register

The first paragraph of part I. Introduction 
(page 2)

Contains an appraisal of the current 
management of the central attendance 
register

The first paragraph of part III. Results of the 
test phase (page 3)

Contains an assessment of MEP’s 
participation in the test phase
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The second and third paragraph of part III. 
Results of the test phase (page 3)

Contain an appraisal of the outcome of the 
test phase

3. Privacy and the integrity of the individual
The parts mentioned under Point 1 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

The handwritten signature Personal data

Section VII
Document 5.1 - Annex I to the Note from the Secretary-General to the Members of 

the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Privacy and the integrity of the individual
Names and the handwritten signature Personal data

Section VIII
Document 5.2 - Annex II to the Note from the Secretary-General to the Members of 

the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Public security
The second sentence of the second 
paragraph (page 1)

Lays down information on the setting up 
and locations of the badge-reading devices

The table laid down on section 2 (page 2) Summarises and evaluates the risks linked 
to the implementation of the badge-based
system with a stress on operational and 
security view-points

The section 3 (page 3) Deals with the conclusions of the evaluation 
report discusses possible risk mitigation 
strategies and give an appraisal of those 
risk mitigations strategies with a view to 
advising Parliament

2. Decision-making process
The table laid down on section 2 (page 2) Gives opinions assessing the risks 

stemming from the possible use of a badge-
based system and how to respond to them

The section 3 dealing with the conclusions of 
the evaluation report (page 3)

Contains opinions on whether the badge-
based system has a degree of reliability 
enough in order to reach an acceptable 
level of risk

3. Privacy and the integrity of the individual
The parts mentioned under Point 1 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs
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Section IX
Document 5.3 - Annex III to the Note from the Secretary-General to the Members of 

the Bureau of 4 June 2019 
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Public security
A part of the second sentence and the third 
sentence of the third paragraph of chapter 
2, Executive summary (page 4)

Contains technical details regarding the 
extraction of fingerprints

Footnotes 7 to 10 (page 6) Contain details of Parliament’s internal 
organisation

Second subparagraph of the third paragraph 
of chapter 5.2, the proposed solution (page 
8)

Contains technical details of possible 
fingerprint reading technologies

Paragraphs 4 to 7 of section 5.2, the 
proposed solution (page 8 and 9)

Contain technical and operational details, 
as well as the risks involved, of the 
proposed fingerprint-reading solution

Second subparagraph of the second 
paragraph of section 5.2.1, Personal data 
processed (page 10)

Contains technical details of the proposed 
fingerprint-reading solution

A part of the final sentence of the third 
paragraph of section 5.2.1, Personal data 
processed and footnote 16 (page 10)

Contains details of the persons who are 
granted access to the relevant databases

The first sentence of the first paragraph of 
point (i) of section 5.2.1, Fingerprints and 
biometric templates (page 10)

Contains operational details regarding the 
fingerprint-based solution

Paragraphs 4, 5 and 6 of point (i) of section 
5.2.1, Fingerprints and biometric templates, 
(page 10 and 11)

Contains technical and operational details 
regarding the fingerprint-based solution

Footnotes 17 and 18 (page 11) Contain operational details regarding the 
fingerprint-based solution

The second paragraph of point (ii) of section 
5.2.1, Name, start and end date of mandate, 
email address and persID (page 11 and 12)

Contains operational details regarding the 
fingerprint-based solution

The second and third paragraph of point (iii) 
of section 5.2.1, Timestamp of the 
attestation of attendance (page 12)

Contains technical and operational details 
regarding fingerprint-based solution

Points (a) to (h) of section 5.2.2, operational 
modules & data flow, with the exception of 
the first sentence of point (d), Member’s 
account deletion (page 12 to 15)

Contain technical and operational details 
regarding the fingerprint-based solution

Section 5.3, description of the supporting 
infrastructure (for each data location) (page 
15 to 17)

Contains technical and operational details 
regarding the fingerprint-based solution

Final sentence of the first paragraph and the 
second paragraph of section 6.1.1, 
Necessity of the envisaged processing 
operations (page 18)

Contain operation details regarding the 
fingerprint-based solution
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Fourth sentence of point (i) of section 6.1.3, 
Physical central attendance register (CAR)
(p. 19)

Contains operational details of the 
signature-based system

The first paragraph of point (ii) of section 
6.1.3, Badge recognition-based 
computerised system with the exception of 
the first sentence (page 20)

Contains operational details of the badge-
based digitalisation option

The first paragraph, the first and the second 
sentence of the second paragraph, a part of 
the first sentence of the third paragraph and 
the first two sentences of the fourth 
paragraph of section 6.1.4, Intrusiveness of 
the proposed solution (page 20 and 21)

Contain operational details regarding the 
processing involved in the fingerprint-based 
system

Footnote 28 and the first two paragraphs of 
section 6.2.2, Interference with and impact 
on fundamental rights (‘costs’) (page 23 and 
24)

Contain an appraisal of the operational 
risks associated with the fingerprint-based 
solution

The first four and the second to last bullet 
point of the second subparagraph of the 
second paragraph of section 6.2.2.2, Extent 
and intensity of the intrusiveness (page 24 
and 25)

Contain technical and operational details 
regarding the fingerprint-based system

The final paragraph of section 6.2.3, 
proportionality analysis (page 26)

Contains technical and operational details 
of the proposed solution

The second subparagraph of the third 
paragraph of section 7.1, Risks to the rights 
and freedoms of data subjects (incl. risk 
treatment) (page 28)

Contains technical details of the proposed 
solution

Parts of the third, fifth and sixth indent of the 
second subparagraph of the first paragraph 
of section 7.2, Risks to the compliance of 
Parliament with data protection rules (page 
28)

Contain technical details of the planned 
implementation of the proposed solution

Parts of the second and third indent of the 
second subparagraph of the second 
paragraph of section 7.2, risks to the 
compliance of Parliament with data 
protection rules (page 29)

Contain technical and operational details of 
the planned implementation of the 
fingerprint-based solution

The second, forth, ninth, tenth and eleventh 
paragraph of section 10, glossary (page 31 
and 32)

Contain technical details of the 
implementation of the fingerprint-based 
solution

3. Decision-making process
The final half-sentence of the third 
paragraph of chapter 2, Executive summary, 
(page 4)

Contains an appraisal of the intrusiveness 
of fingerprint-based systems

The sixth paragraph of chapter 5.1, Context 
(page 7)

Contains an appraisal of the outcome of the 
test phase

Paragraphs 6 and 7 of section 5.2, The 
proposed solution
(page 9)

Contain an appraisal of the operational 
advantages and disadvantages of the 
proposed fingerprint-reading solution

The final sentence of the first paragraph and 
the second paragraph of section 6.1.1, 

Contain an appraisal of the advantages and 
disadvantages of the proposed solution
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Necessity of the envisaged processing 
operations (page 18)
The first paragraph of point (i) of section 
6.1.3, Physical central attendance register 
(CAR), with the exception of its first three
sentences, which (page 19)

Contains an appraisal of the functioning of 
the classical CAR system

The first paragraph and the final sentence of 
the second paragraph of point (ii) of section 
6.1.3, Badge recognition-based 
computerised system, with the exception of 
its first two sentences (page 20)

Contains an appraisal of the advantages 
and disadvantages of the badge-based 
digitalisation option

The first and second paragraph, as well as a 
part of the first sentence of the third 
paragraph of section 6.1.4, intrusiveness of 
the proposed solution, which (page 20 and 
21)

Contain an appraisal of the intrusiveness 

The second subparagraph of the first 
paragraph of section 6.1.5, conclusions on 
intrusiveness (page 22)

Contains an appraisal of the intrusiveness 

The first two paragraphs of section 6.2.2, 
Interference with and impact on fundamental 
rights (‘costs’) (page 23 and 24)

Contain an appraisal of the fundamental 
rights in relation to the proposed solution

The first sentence of section 6.2.2.1, scope 
of the interference (page 24)

Contains an overall appraisal of the extent 
of the interference with fundamental rights 
of the proposed solution 

The second subparagraph of the third 
paragraph, and the final two sentences of 
the fourth paragraph of section 6.2.2.2, 
Extent and intensity of the intrusiveness 
(page 25)

Contain an appraisal of the effects and 
impact on fundamental rights of the 
proposed solution

Section 6.2.3, proportionality analysis (page 
25 and 26)

Contains an appraisal of the benefits of the 
proposed solution and their juxtaposition 
with previously identified ‘costs’

The second subparagraph of the second 
paragraph, and a part of the final sentence 
of section 7.1, risks to the rights and 
freedoms of data subjects (incl. risk 
treatment) (page 27 and 28)

Contain an appraisal of the possibilities to 
mitigate the risks identified with the 
proposed solution

4. Privacy and the integrity of the individual
The parts mentioned under Point 2 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

The names of all officials involved in the 
genesis of this document (page 1 and 
footer in each page)

Personal data
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Section X
Document 5.3.1 - Annex 1 to Annex III to the Note from the Secretary-General to the 

Members of the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Public security
The whole document Data flows necessitated by the proposed 

fingerprint-reading solution 

3. Privacy and the integrity of the individual
The whole document Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section XI
Document 5.3.2 - Annex 2 to Annex III to the Note from the Secretary-General to the 

Members of the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Public security
The last sentence under point 2) i) 
concerning the evaluation of solution A, 
which lays down information on the planned 
setting up and locations of the badge reading 
devices (page 1)

Security sensitive information

The table under point 2) ii) “Advantages 
and disadvantages” concerning the 
evaluation of solution A (page 1)

Summarises and gauges of the risks linked 
to the implementation of the badge-based
system with a stress on operational and 
security aspects

The table under point 2) iii) “Options for risk 
treatment” concerning the evaluation of 
solution A (pages 2 and 3)

Summarises risks and mitigations strategies

The end of the first sentence under point 3) 
i) concerning the evaluation of solution B 
(page 4)

Lays down security sensitive information on 
the locations of the registration points

The second paragraph under point 3) i) 
concerning the evaluation of solution B 
(page 4)

Security sensitive information

The table under point 3) ii) “Advantages and 
disadvantages” concerning the evaluation of 
solution B (page 4)

Summarises and gauges the risks linked to 
the classical paper system with a stress on 
operational and security aspects
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The table under point 3) iii) “Options for risk 
treatment” concerning the evaluation of 
solution B (pages 5 and 6)

its risks and mitigations strategies

The conclusions at the end of the document 
(page 7)

Makes reference to the security and 
operational risks of the solutions analysed

3. Decision-making process
The tables concerning evaluation of solution 
A located at the sections “ii. Advantages and 
disadvantages” and “iii. Options for risk 
treatment” (pages 1 to 3)

Contain opinions on security sensitive 
matters as part of deliberations and 
preliminary consultations within Parliament

The tables concerning evaluation of solution 
B located at the sections “ii. Advantages and 
disadvantages” and “iii. Options for risk 
treatment” (pages 4 to 6)

Contain opinions on security sensitive 
matters as part of deliberations and 
preliminary consultations within Parliament

The conclusions at the end of the document, 
which (page 7)

Summarises the results of the risk 
assessment in relation to the 
implementation of both solutions compared 
and contains opinions

4. Privacy and the integrity of the individual
The parts mentioned under Point 2 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section XII
Document 5.3.3 - Annex 3 to Annex III to the Note from the Secretary-General to the 

Members of the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Public security
The table under point A) “Mapping data flow 
diagram items and ‘protection targets’” 
(page 1)

Gives details on protection targets

The paragraphs of point B) “Risk 
assessment and risk treatment (controls 
and safeguards)” (page 2)

Contain details on risks at the level of each 
operational module

The table under B.1) “Creation of Member’s 
account” (pages 2 to 5)

Gives more details on those risks

The paragraph of point B.2) “Member’s 
attendance registration” (page 6)

Gives detailed information on how the 
computerised attendance registration works 
concerning disclosure or modification of 
data

The table under B.2) “Member’s attendance 
registration” (page 6)

Gives further detailed information

The paragraph of point B.3a) “Member’s 
account update” (page 7)

Provides details for the case when a new 
biometric template must be collected



11

The table under B.3a) “Member’s account 
update” (page 7)

Gives further detailed descriptions on 
additional risks 

The table under B.3b) “Member’s 
account/data deletion” (page 8)

Gives further detailed descriptions on risks 
related to storage and erasure

The paragraph under B.5) “Data 
consultation” (page 9)

Provides detailed technical information on 
biometric templates and how they work 
within the fingerprint-based system

The description of the first to fourth, sixth to 
eight and last of the terms of the glossary 
under point C) (pages 9 and 10)

These descriptions touch upon security-
sensitive aspects of the technology 

3. Decision-making process
The paragraphs of point B) “Risk 
assessment and risk treatment (controls and 
safeguards)” (page 2)

Contain an opinion assessing the risk at the 
level of each operation module

The table under B.1) “Creation of Member’s 
account” (pages 2 to 5)

Gives more details of such assessment

The paragraph of point B.2) “Member’s 
attendance registration” (page 6)

Gives an opinion on the risk related to 
disclosure or modification of data

The table under B.2) “Member’s attendance 
registration” (page 6)

Gives more detailed opinions on such risk

The paragraph of point B.3a) “Member’s 
account update” (page 7)

Provides an appraisal on the risk related to 
the collection of new biometric templates

The table under B.3a) “Member’s account 
update” (page 7)

Gives further detailed opinions on additional 
risks

The table under B.3b) “Member’s 
account/data deletion” (page 8)

Gives further detailed opinions on risks 
related to storage and erasure

4. Privacy and the integrity of the individual
The parts mentioned under Point 2 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs

Section XIII
Document 5.3.4 - Annex 4 to Annex III to the Note from the Secretary-General to the 

Members of the Bureau of 4 June 2019
Parts covered by exception Commentary

1. Purpose of investigations
The whole document Would undermine purpose of EDPS 

investigation

2. Public security
A part of the first indent of the third 
paragraph (page 1)

Contains a detailed technical explanation of 
biometric templates and how they are used 
in the fingerprint-based system

A part of the last sentence of the fifth 
paragraph, the last sentence of the sixth 
paragraph (page 1) and the text between 
brackets of the first sentence of the first 
paragraph (page 2)

Concern a technical detail that is 
considered security-sensitive information
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3. Privacy and the integrity of the individual
The parts mentioned under Point 2 Risk of unauthorised interception, 

disclosure or modification of personal data 
concerning MEPs
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NOTE TO THE MEMBERS OF THE BUREAU

Subject: Facilitating digital signing of the central attendance register

SUMMARY

Managing the central attendance register (CAR) – which Members sign as proof of attendance
–

 A new arrangement which would modernise and computerise the
CAR is now being proposed.

The members of the Bureau are being asked to:

- note the most recent assessment of the management of the CAR (rules, confidentiality,
reliability and resources required) and give their agreement in principle to the launch of a
voluntary test phase during which the system based on manual signatures would be
supplemented by a computerised system using biometric technology;

- authorise the Secretary-General to present the results of the test phase towards the end
of the eighth parliamentary term, so that the Bureau can take a final decision;

- adopt the attached amendment to Article 12 of the IMSM, so that the voluntary test phase
can start, and instruct the President to publish the amendment in the Official Journal.

Euгоpäíκhes Parlament

EP(2021)003468

19/03/2021
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concerned, which would be used exclusively to certify an MEP’s attendance during a certain
time period on a certain day.

 Personal
data will be protected scrupulously and comprehensively, in cooperation with Parliament's
Data Protection Officer, who will verify the lawfulness of the system.

The needs of disabled MEPs will be taken into account on a case-by-case basis with a view
to identifying workable solutions. This will be done before testing commences.

The benefits of computerisation

Choosing data processing systems that are similar to those already in use at Parliament will
obviate any need for additional expenditure on the studies and extensive test phases that are
needed when introducing the IT systems required to provide such processing.

A test phase (over the period to the end of the eighth parliamentary term) will enable those
Members who wish to do so to use the biometric system rather than signing the CAR. The
results of the testing will be submitted to the Bureau for a final decision. Computerisation could
then be phased in for plenary, initially, and then possibly for other meetings at Parliament’s
places of work.

The advantages of computerisation are as follows:

-

- procedures for paying daily subsistence allowances will be speeded up even more, every
day of the week;

-

-

-

IV. AMENDMENT OF THE IMSM

Article 12 of the IMSM will need to be amended in order to simplify attendance verification by
bringing in the option of an electronic record.
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V. CONCLUSIONS

The members of the Bureau are being asked to:

- note the most recent assessment of the management of the CAR (rules, confidentiality,
reliability and resources required) and give their agreement in principle to the launch of a
voluntary test phase during which the system based on manual signatures would be
supplemented by a computerised system using biometric technology;

- -authorise the Secretary-General to present the results of the test phase towards the end
of the eighth parliamentary term, so that the Bureau can take a final decision;

- -adopt the attached amendment to Article 12 of the IMSM, so that the voluntary test phase
can start, and instruct the President to publish the amendment in the Official Journal.

Klaus Welle

Annexes:

Annex 1: Financial statement
Annex 2: Amendment to Article 12 of the IMSM
Annex 3: FAQs on the computerisation of the CAR
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FINANCIAL SТАТЕМLNT

No. 107 /2t118

I. Tite of activity: A'VP DG FINS: Project FINS 5 Automation of Members attciodance
register(s)

1.1 Objectives:

Digitalisation and automation of the registration of the presence of Members of Parliament through the central attendance
register, while guaranteeing reliability and confidentiality of the process, enabling efficient and timeIy payment of
corresponding daily allowances

1.2

Indicators for monitoring the extent to which the above objectives have been achieved and for assessing the results obtained:
- Redeployment of contractual / interim staff currently assigned to monitor and manipulate the paper version of the central
attendance register
- Decrease turnaround time of having final data available
- Increased timeliness of payment of daily allowances

2. Financia im pact:
2.1. Calculations:

Item Quantity Unit price Total
Scaнјier 5 3.100 15.500
Software 1 3.000 3.000
Service and support I 1.500 1.500

Total 20.000

2.2 Expenditure provided for in the budget:
If the expenditure is not provided for in the budget,
why not?
h#ernal approval of DG FINS iniewened af/er provision of 201 S lindget

NO

proposed means of financing?
Gøraaorditiary appro"al for the lest phase - budget lines here provided by DG ITEC

2.3 Breakdown by budget heading for the current financial year (201 8)

Budget heading Appropriations required (€)
Additional appropriations to be made

available (€)
2105-20 15.500
2103-20  4.500

Total 201100 Π
2.4 Estimated financial impact in future financial 'ears

Amounts in € per year (at constant prices)
Budget heading 201δ(n) w I n 2 ι 3 n 4 0ι5
2105-20 Coisiputing and
telecommunications  Investments in
projects: FINS decentralized IT projects 15.500

2)03-20 Computing and
telecommunications — business-as-usual
operations — management of 'CT
applications: applications of the DG FINS 4.500 1.500 1.500 1.500 1.500 1.500

Total 20.000 1.500 1.5(10 1.500 1.500 1.500

3. Impact πιι unman resoιιrces:
Personnel types Staff required to run the acti vity

No. of working days per
person

Existing staff additional staff

Officials or temporary staff
An

Аsт
Other resources Agents contracs'els 0 4

Total Π 4 Π
4. Eead DG I department:

Other DG(s) / deparlinent(s) consulted:

Prepared by:

Received on: 11/04/2018

DG FINS

DG SAFE, DG ITEC

on: 05/04/2018

Forwarded on: 12/04/2018

DG FINS, Director te for Budget and Finn—"^
Budget Unit

Nn!: This Sna"c'at siaier'ieni in no "av co"sirinies auibor'rason of eηιeoλiWre. Navin recen ert a''tliorisai'is fri"' tire coriitieter'i antiirriri'ea ..., ,....- ι ,,,,.,.,,, ,..,..,,,....
orni ne'pon''ble Γo' lire μrojecl should cunad tre aoii'onr'ing oiticers for de budget beadi"gs conceited to iιιfπrιιι tre" ann eιιsιιre that ltiere mill bea poor co""iiri'e'ri of
iiie appropriaI' on' required before raking any acιioιι on behalf oΓ1h'c i"iiioi'i'i,
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PE 622.899/BUR/ANN.3

FREQUENTLY ASKED QUESTIONS

1. What is a biometric reader?

Biometrics are automated methods of recognizing a person based on a physiological or
behavioural characteristic. Biometric fingerprint readers use advanced imaging technologies
to capture a highly accurate reading of a fingerprint data. Providing a quick, safe, simple and
cost effective solution, the recognition devices can be integrated into existing systems,
providing reliable biometric time and attendance system.

2. How will the attendance be registered?

When a person is first enrolled in a biometric time and attendance system, the biometric
reader records an image

 If there is a match, the attendance
is recorded.

3. What are the advantages for MEPs?

The advantages of using a biometric reader are manifold:
 fast and secure identification without a badge or PIN and registration leading to:
- payment of the daily allowance the same day,
- highest standards of protection of personal data;
 possibility for Members to register their attendance in different locations 

 optimisation of human resources 
 leading to their redeployment to higher added-value services for MEPs.

4. How long does it take to scan?

Scanning will be instant.

5. How is data stored?

6. Can the image be duplicated?

I

EP(2021)003468

19/03/2021



PE 622.899/BUR/ANN.3

7. Are there any health concerns with the use of biometrics?

No. There is no evidence to support that printing technology can impose a negative effect to
health. Fingerprint scans are safe and non-intrusive to the users. Biometric identification and
verification systems have been in use for over 30 years, with no reported health hazards.

Some people could have hygiene concerns about placing their finger on the reader. Generally
speaking, there is no greater health risk involved in using the reader than there would be in
using a doorknob that has been touched by other people, handling money, or shaking hands.
The readers will be regularly cleaned during the day.

8. Is the biometric reader complying with the law governing personal data collection
and processing securing the privacy?

Yes. It complies with the General Data Protection Regulation (GDPR), Regulation (EU)
2016/679 and Regulation 45/2001.

9. In case of a power failure or system crash, what happens?

Biometric readers are equipped with back-up batteries to prepare for any power failure case.

10. Where are the registered templates stored?

11. What happens if the MEP scans the finger more than once?

12. What happens if a MEP tries to scan the opposite finger?

13. What happens if, due to medical reasons, the scanner does not recognize the
finger?

Article 12(2) of the Implementing Measures for the Members’ Statute is of application.
The responsible service will handle this exceptional circumstances on a case-by-case basis.

14. Would I be able to log on with an injured /finger?



PE 622.899/BUR/ANN.3

16. Who to contact in case the biometric readers produce errors?

In case of questions concerning the biometric scanners, please contact your MEPs’ Portal
team:
at your Front desk in Brussels → ASP 3H352
at your Front desk in Strasbourg → LOW T02 050
via e-mail to meps.portal@ep.europa.eu
by phone, inside the EP at 44422
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NOTE FOR THE ATTENTION OF THE MEMBERS OF THE BUREAU 

Subiect: Facilitating the signing in the central attendance register through
digitalisation: results of the voluntary test phase and follow-up proposal

SUMMARY

Therefore, at its meeting of 11 June 2018, the Bureau decided' to launch a voluntary test
phase for Members to supplement the CAR based on personal signatures by a computerised
system based on biometrics technology. The Bureau also asked the Secretary-General to
present the results of the test phase towards the end of the eighth parliamentary term, so that
the Bureau could take a final decision on the most appropriate course of action to follow.

The voluntary test phase (21 January 2019 - 12 April 2019) has been based on a system
allowing the use of Members' personal access badges at badge readers specially
installed for the attestation of Members' presences.

The Bureau is invited to:

— take note of the evaluation report on the voluntary test phase;

- take note of the annexed data protection impact assessment and its recommendation for
the fingerprint reading system;

- decide to proceed with a computerised system for the digitalisation of the central
attendance registry through biometris technology;

- authorise the Secretary-General to launch the procedures for the purchasing and
implementation of a digital system for the attestation of Members' attendance based on
biometris technology, which shall replace the system based on manual signatures by the
end of 2019.

i PE-8/BUR/PV/2018-07.
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I. INTRODUCTION

Therefore, at its meeting of 11 June 2018, the Bureau decided to launch a voluntary test phase
for Members to supplement the CAR based on personal signatures by a computerised system
based on biometris technology. The Bureau requested the secretary-General to present the
results of the test phase towards the end of the eighth parliamentary term, so that the Bureau
could take a final decision on the most appropriate course of action to follow.

The present note sets out the results of the test phase and the reasons justifying the proposal
to introduce a system of attestation of Members' presences based on biometris technology
(e.g. fingerprint reading).

II. THE TEST PHASE

Following the Bureau's decision mentioned above, Parliament services assessed various
technical options available in light of the framework of data protection and functionality.

The Data Protection Regulation (EU) 2018/17252 sets a high standard of protection when
processing special categories of personal data (such as biometris data for the purpose of
uniquely identifying a natural person). Article 39(1) thereof provides that "when a type of
processing in particular using new technologies, and taking into account the nature, scope,
context and purposes of the processing, is likely to result in a high risk to the rights and
freedoms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of
personal data". This Data Protection Impact Assessment (DPIA) must be carried out prior to
the processing operation and be approved by the data controller.

Taking into account the advice from Parliament's Data Protection Officer (DPI) to test a
badge-based system first, during a test phase (21 January 2019 - 12 April 2019) trials have
been carried out of a computerised system with an autonomous network based on badae-
readina devices.

2 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) 45/2001 and Decision No
1247/2002/EC.
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III. RESULTS OF THE TEST PHASE

Therefore, taking account of the limitations and hindrances of a badge-based system, the
implementation of a better digital option based on biometric technology is proposed herewith,
supported by the results of the approved Data Protection Impact Assessment ("DPIA", see
Annex 3) carried out in line with the said new data protection Regulation.

IV. THE PROPOSED FINGERPRINT-READING SYSTEM

In comparison with the other two options already used (manual signature or personal badge),
a computerised system based on biometrics technology is the most viable and secure solution.

The DPIA, i.e. the assessment of the impact of the processing operations3 on the protection
of personal data of the Members, has been carried out in accordance with the requirements
established by Regulation (EU) 2018/1725 (in particular Article 39 thereof). The DPIA
methodology used is in line with the European Data Protection Officer's guidelines on
analysing and controlling the risks for data subjects in detail through Data Protection Impact
Assessments4. The positive conclusions of the DPIA have allowed the data protection
controller to validate it, after consultation of Parliament's Data Protection Officer.

On account of the above, the responsible Parliament services have prepared a call for tender
for the purchasing and implementation of a digital system for the attestation of Members'
presences based on biometrics technology (in particular fingerprint reading technology).

V. CONCLUSIONS

The Bureau is invited to:

— take note of the evaluation report on the voluntary test phase;

— take note of the annexed data protection impact assessment and its recommendation for
the fingerprint reading system;

3 Collection, recording/structuring, transfer and erasure of digital encryptions in relation with users' scanned
fingerprints.
4 EDPS, Accountability on the ground Part ll: Data Protection Impact Assessments & Prior Consultation, available
at https://edps.europa.eu/sites/edp/files/publication/18-02-06 accountability on the ground part 2 en.pdf.
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decide to proceed with a computerised system for the digitalisation of the central
attendance registry through biometric technology;

authorise the secretary-General to launch the procedures for the purchasing and
implementation of a digital system for the attestation of Members' attendance based on
biometric technology, which shall replace the system based on manual signatures by the
end of 2019.

Klaus WELLE

Annexes: 

Annex 1: Financial statement
Annex 2: Evaluation report on the test phase
Annex 3: Data Protection Impact Assessment
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FINANCIAL STATEMENT

No. ,i___  51 /2019

1. Tite of activity: AWP DG FINS: Project FINS 5 Automation of Members' attendance
register(s)

1.1 Objectives:
Digitalisation and automation of the registration of the presence of Members of Parliament through the central attendance register, while guaranteeing
reliability and confidentiality of the process, enabling efficient and timely payment of corresponding daily allowancess

1.2 Indicators for monitoring the extent to which the above objectives have been achieved and for assessing the
results obtained:
- Redeployment of contractual / interim staff currently assigned to monitor and manipulate tIre paper version of the central attendance register
- Decrease turnaround time of having final dota available
- Increased timeliness of payment of daily allowances

2. Financial impact:
2.1. Calculations:

Itent Quantity Unit price Total
Hardware (e.g. scanning device)(*) 20 3.500 70.000

Sofhvare (including installation), transfer of competences and
service & snlppnrt for the first 2 years

1 25.000 25.000

Service and support for years 3&4 I 16.000 16.000

Total 111.000

(0) iιτclгιdiιτg costs ailla any additional laardoore which is necessary

2.2 Expenditure provided for in the budget:
If the expenditure is not provided for in the budget,
why not?
Decision to launch а public procurement proceeh ne for pincharing а solution based on biometry vas delayed due lo LP's data protection o4°јcerš
interrelation anad it was resumed afterproi'ision 0/2019 budget.

proposed means of financing?
lunch ofproductioii phase - budget lines were provided by DG IÏEC

NO

2.3 Breakdown by budget heading for the current financial year (2019

Budget heading Appropriations required (€)
Additional appropriations to be

made available (€)
2105-20 - Computing and telecommunications —
investment in projects: FINS - decentralized IT
projects

95.000 0

Total 95.000 0

2.4 Estimated financial impact in future financial years
Amounts in € per year (at constant prices)

Budget heading 2020 2021 2022

2103-20 - Computing and telecommunications —
business-as-usual operations — management of
ICT applications: applications of the DG FINS

0 8.000 8.000

Total 0 8.000 8.000

3. Impact on human resources: NONE

4. Lead DG / department:
Other DG(s) / department(s) consulted:

Prepared by:

Receíved on: 25/03/2019

DG FINS
DG SAFE, DG ITEC

on: 22/03/2019

For" arded nn Ifl V/flиQ

UN

DG FINS, Directorate for Budget ziiid Financial Services
Bhtdget Unit

NBL This financial statement in no way constitutes authorisation of expenditure. Having received autlaorisaliaa a aar ann sanrpnanna auanoraares oar ane
operation concerned, the unit responsible far the project should contact the authorising officers for the budget headings concerned to inform them and
ensure that there will be a prior commitment of the appropriations required before taking any action on behalf of the institution.
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EN PE 639.410/BUR/ANN.2

Evaluation report on the test phase -
Risk assessment of a badge-based system to register attendance

1. Introduction

Following the  decision of the Bureau of 11 June 20181 to proceed with a test phase of a
computerised system based on biometrics technology, both the European Data Protection
Supervisor (EDPS) and Parliament’s Data Protection Officer (DPO) advised the competent
services to first consider the option of a less intrusive system in terms of data protection.

As a result, the Directorate-General for Finance (DG FINS), with the support of the Directorate-
General for Security and Safety (DG SAFE), implemented a computerised system with an
autonomous network based on badge-reading devices. In order to attest their presence,
Members could use their personal badges at  badge-reading devices 

The test phase of the badge-based system took place between 21 January and 12
April 2019 and its arrangements were duly communicated by the Quaestors (3/20192).

1 PE-8/BUR/PV/2018-07
2 PE 626.191/QUEST/CM
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2. Risk assessment

Identified risk Description of risk Nature of
risk

Type of risk Likelihood Impact Classif. of
risk

Strategy Risk response

 

 

 

~

-
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3. Conclusions

I

I

I

I

I


